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Motivated by Automatic Generation Control (AGC) Case Study

Area 1

Area 2

Full model

• 567 dynamic states
• 236 algebraic states

• voltage + frequency dynamics

• AVR, PSS, governor, AGC
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Applications

Security of Power Systems
• Deploy the filter in ABB Network Manager [1]

• High-fidelity model 
– Multivariate attacks, game-theoretic setting [2]

– Hardware in the loop [3]

[1] PME, Lygeros, IEEE Transactions on Automatic Control, 2016
[2] Pan, Palenski, PME, IEEE Transactions on Power Systems, 2020
[3] Pan, Palenski, PME, IEEE Transactions on Smart Grid, 2021
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[1] C. van der Ploeg, M. Alirezaie, N. van de Wouw, PME, IEEE Transactions on Automatic Control (TAC), minor revision, 2022
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Applications
Water distribution network 
• Active detection [1]

Filter
residual

Load deviation

Leakage 

Sensors

Pressure actuator

[1] G. van Lagen, E. Abraham, PME, IEEE Transactions on Control Systems and Technology (TCST), 2022
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